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Introduction 
 
Our e-Safety Policy has been written in line with Government guidance.   
 
The Digital Age:  where a wide range of different media content can be accessed through a wide range of 
devices in a wide range of places.  Phones will take photographs, play music and probably connects to the 
internet.  Computers play games, films, music and enable socialising with ‘friends’.  The games console 
now provides realistic imagery of imaginary worlds.  And this connectivity, the ability to link up with other 
people electronically is now wireless and, therefore, we are always ‘on’ wherever we are.  Young people 
are probably more ‘on’ than their parents, carers and teachers.  This is their world. They are often called 
digital natives, naturally assimilated into this connected digital world.  This does not, however, mean that 
they naturally understand and have the wisdom to behave appropriately and safely in this connected 
digital world.  It is up to us as adults in general, and parents, carers and teachers in particular, as digital 
immigrants, to understand their world as much as we can so that we can help and support them in 
developing their understanding and wisdom.   
 
We recognise that it is important for us to teach students about being safe when online. We need to 
ensure that we provide them with the resilience and tools to effectively cope with the ‘inappropriate’ 
material or contact that they may become exposed to at some point in their ‘on line’ lives. This is 
education for life. We need to teach our children so that they can know what to do and who to talk to keep 
themselves and others safe. 
 

E-Safety: The Rationale 
 
E-Safety encompasses the use of new technologies, internet and electronic communications such as 
Learning Platforms, mobile phones, Video Conferencing, collaboration tools and personal publishing. It 
highlights the need to educate pupils about the benefits and risks of using technology and provides 
safeguards and awareness for users to enable them to control their on line experience. 
  
Our E-Safety policy will operate in conjunction with other policies including those for Behaviour, Bullying, 
and Data Protection. 
 

E-Safety depends on effective practice at a number of levels:  

 Responsible ICT use by all staff and students; encouraged by education and made explicit through 
published policies. 

 Sound implementation of e-safety policy in both administration and curriculum 

 Safe and secure broadband from an approved Internet Service Provider using suitable filtering.  
 

Teaching and learning 
 
Why Internet use is important 
The Internet is an essential element in 21st century life for education, business and social interaction. 
Queensberry AP has a duty to provide students with quality Internet access as part of their learning 
experience.  



 Internet use is a part of the statutory curriculum and a necessary tool for staff and students 

 Internet use will enhance learning 

 Students and families will be taught what Internet use is acceptable and what is not and given clear 
objectives for Internet use.  

 Students will be educated in the effective use of the Internet in research, including the skills of 
knowledge location, retrieval and evaluation 

 
Pupils will be taught how to evaluate Internet content 

 We will ensure that Internet derived materials by staff and students complies with copyright law. 

 Students should be taught to be critically aware of the materials they read and shown how to 
validate information before accepting its accuracy. 

 

Managing Internet Access 
 
Information system security  

 Virus protection will be installed on every computer and will be set to update automatically at least 
every week if not daily.   

 
E-mail  

 Students may only use approved e-mail accounts on the school system. 

 Students must immediately tell a teacher if they receive offensive e-mail. 

 Students must not reveal personal details of themselves or others in e-mail communication, or 
arrange to meet anyone without specific permission. 

 E-mail sent to an external organisation should be written carefully and authorised before sending 
 

Published content and Queensberry AP web site 

 The contact details on the Web site or social media will be the AP address, e-mail and telephone 
number. Staff or students’ personal information will not be published.  

 The Directors will take overall editorial responsibility and ensure that content is accurate and 
appropriate.  

 
Publishing student images and work  

 Photographs that include students will be selected carefully and will not enable individual students 
to be clearly identified.   

 Students’ full names will not be used anywhere on the website or social media, particularly in 
association with photographs. 

 Written permission from parents or carers will be obtained before photographs of students are 
published on the Queensberry AP website 

 Student’s work can only be published with the permission of the students, parents, carers and 
social workers.  

 
Social networking and personal publishing 

 Students will be taught how to keep information private on social network sites and the importance 
of this 

 Staff are advised that they should consider the consequences and possible repercussions of any 
information that they make available online, for example on a social networking site. Particular care 
should be taken in the posting of photographs, videos and information related to Queensberry AP 

 
Managing emerging technologies 

 Emerging technologies will be examined for educational benefit and a risk assessment will be 
carried out before use in Queensberry AP is allowed. 



 The sending of abusive or inappropriate text messages is forbidden.  

 Staff will not use personal equipment or when contacting students.  They will be issued with a 
phone where contact with students is required. 

  
Protecting personal data 

 Personal data will be recorded, processed, transferred and made available according to the Data 
Protection Act 1998. 

Policy Decisions 

Authorising Internet access 

 All staff must read and sign the ‘Staff Acceptable Use Policy’ before using any Queensberry AP ICT 
resource. 

 
Assessing risks 

 Queensberry AP will take all reasonable precautions to ensure that users access only appropriate 
material. However, due to the international scale and linked nature of Internet content, it is not 
possible to guarantee that unsuitable material will never appear on our computers. We cannot 
accept liability for the material accessed, or any consequences of Internet access.   

 
Handling e-safety complaints  

 Complaints of Internet misuse will be dealt with by a Director 

 Any complaint about staff misuse must be referred to a Director. 

 Complaints of a child protection nature must be dealt with in accordance with safeguarding 
procedures.   

 Students and parents will be informed of the complaints procedure. 

 Discussions will be held with the Police Youth Crime Reduction Officer to establish procedures for 
handling potentially illegal issues. 
 

Communications Policy 
 
Introducing the e-safety policy to students 

 E-safety rules will be discussed with the students at the start of each programme and they will be 
reminded of them on a regular basis.  

 Students will be informed that Internet use will be monitored.  
 

Activities  Key e-safety issues 

Using search engines to; access 
information from a range of 
websites. 
 

Parental consent should be sought. 
Students should be supervised. 
Students should be taught what internet use is acceptable and what to do if 
they access material they are uncomfortable with. 

Exchanging information with 
other pupils and asking questions 
of experts via                 e-mail. 
 

Students should never give out personal information.  
 

Publishing pupils’ work on school 
and other websites. 
 

Student and parental consent should be sought prior to publication.  
Students’ full names and other personal information should be omitted. 
 

Publishing images including 
photographs of pupils.  
 

Parental consent for publication of photographs should be sought. 
Photographs should not enable individual pupils to be identified. 
File names should not refer to the pupil by name. 

 


